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NATO FREQUENCY MANAGEMENT SUB-COMMITTEE (NATO FSMC)

POSITION ON THE USE OF THE LOWER PART OF THE HF BAND BY THE MILITARY (1.5 – 12 MHz)

Purpose

1. The primary purpose of this document is to define the NATO Frequency Management Sub-Committee position on the Use of the Lower Part of the HF band for the military for the mid-term and longer.  This document is designed to target the lower portion of the HF band as it pertains to the current review on HF allocations by WRC-2003 and 2005/2006. 

2. Problems pertaining to the use of the HF Band cannot be solved in isolation.  Therefore, the issues regarding refarming and additional allocations of HF frequency bands, particularly in the region below 12 MHz is considered a significant challenge.  

a. The World Administrative Radiocommunication Conference (WARC) 79 and World Radiocommunication Conference (WRC) 92 had deliberated on the need for an extension of frequency spectrum allocated to the HF Broadcasting Service.  However, the new allocations made by these conferences did not fully meet the requirements stipulated by the Broadcast (BC) operators.  

b. The main issues remaining for WRC-2003 will be:

· Realignment and reallocation of the 7 MHz range (also involving the Amateur Service and possibly the Fixed and Mobile Services),

· Searching and identifying possible additional spectrum for HF BC between 4 and 10 MHz,

· Classification of Power Line Technology (PLT).

c. The preliminary views for the 2005/2006 WRC agenda are to review the allocations to services in the HF bands.  This shall be accomplished by taking into account the impact of new modulation and adaptive control techniques and any recommendations by WRC-2003 on the adequacy of the frequency allocations for HF broadcasting and the fixed and mobile services (excluding those bands whose allotment plans are in Appendices 25, 26 and 27 of the International Telecommunication Union (ITU) Radio Regulations (RR)), from about 4 MHz to 10 MHz.  Also, it is intended to consider the use of frequency adaptive systems in the MF/HF bands, in accordance with Resolution 729 (WRC-97).

Background

3. Military communications must be reliable, sustainable and interoperable. NATO Communications and Information Systems (CIS) must be scaled to provide:

· a minimum peacetime core capability, 

· the flexibility to meet the needs of Land, Air and Maritime requirements, including tri-service and amphibious,

· the full range of Combined Joint Task Force (CJTF) CIS requirements,

· the support for other requirements such as the forces Partner Nations or the WEU,

· National demands.

HF band communications will play a major role in these requirements.

4. The requirement to support the CIS for Rapid Reaction Forces and CJTF operations demands a fundamental change to NATO's standing communications infrastructure.  The static, strategic structure of the past must be adapted to support dynamic systems capable of providing higher capacity links which extend communications services to deployed forces. 

5. The necessity for dialogue and cooperation within NATO and between NATO and its Partners demands efficient and reliable communications. Although the need for high data rate (HDR) communication bearers remains essential for such things as political consultation, crisis management and contingency planning, HF communication systems can augment SATCOM while adding diversity to the communications system and increasing the reliability and flexibility of the NATO C2 communications infrastructure overall.  This change of approach is vital in that it recognises the value of the HF band.

6. Until recently, the HF band was questioned as a medium for strategic and tactical communications because of its unreliability and limitations. Modern technology, however, has redeemed these features and has made HF communications considerably more robust than in the past.  Consequently, this band is now being utilised to provide reliable communications for many requirements, at both short-range and beyond‑line‑of‑sight distances, and features strongly in the overall planning for communications.

Aim

7. This document outlines HF needs on the basis of a broad concept of operations for HF communications.  It is not intended to prescribe specific requirements for new systems or capabilities, but is intended to illustrate typical military HF spectrum needs in a constantly changing technological world.

HF Attributes

8. Modern communications in the HF band have specific attributes which make it a viable solution for many military requirements:

· HF can provide both local and beyond line-of-sight communications,

· It is capable of supporting low and medium data rates,

· It can support varying degrees of Electronic Protection Measures (EPM) ranging from protection from natural electronic interference to substantial protection from deliberate jamming,

· It is generally available and readily deployable,

· It can be integrated or used in conjunction with many commercial hardware products.

Military HF Utilisation

9. In view of the new Strategic Concept with its increased emphasis on dialogue, crisis management and the prevention of conflict, NATO forces need to possess military attributes such as readiness, deployability and inherent Command and Control capabilities. By the same token, the incorporation of potential non-NATO contributions in contingencies not related to collective defence will have to be accomplished. In addition to the requirements of the operational task and of the single services, there may be other requirements which will generate CIS requirements.

Modern HF technology with its specific technical attributes and features can meet the requirements derived from these new roles of the Alliance.

In conclusion, the development of both the doctrine concerning CIS planning for Crisis Response Operations (CRO) and the advancement in modern HF technology will equally contribute to the increasing importance of military HF communications in the future.

10. Land Forces.  Land Forces need HF communications to ensure effective Consultation, Command and Control, both within NATO and with PfP Nations.  In addition, HF Combat Net Radio communications are used at lower echelons as primary or secondary means where terrain, distance, or mobility requirements preclude reliance on Tactical Area Communications Systems.

11. Air Forces.  HF radio is used in the Air environment as the primary beyond-line-of-sight communication means to aircraft, land and maritime mobile platforms. Information is exchanged via HF radio in voice, message, and data link formats.

d. HF communications are used between Air command and control ground elements and aircraft for exchanging mission control and surveillance/sensor data at extended ranges and when other communications are not available due to equipment or interference. HF is also used for Air Traffic Control purposes when beyond the range of VHF facilities. 

e. HF communications are used between Air command and control elements and ground elements mainly in a back-up mode when primary and higher capacity means are not available.  This includes: 

· backup to NATO Communications Systems 

· links to PfP and non‑NATO elements;

· links to deployed / mobile entities; 

· links to tactical formations.

12. Maritime Forces.  The NATO maritime community, due to its mobility, uses HF for beyond-line-of-sight communication requirements.  Consequently, NATO is modernising its Broadcast and Ship Shore systems.

a.
Air/Ground/Air HF communications within the maritime environment are supported by the NATO CIS infrastructure. 

b.
Within the maritime community, HF is widely fitted throughout NATO and PfP nations, and is common to virtually all warships.  Where HF equipment is already fitted, only inexpensive enhancements such as a modem and a PC are generally required to achieve near error-free communications at user data rates significantly better than those used prior to the development of digital signalling techniques.

Discussion of Military HF Needs below 12 MHz

13. The CJTF Concept of NATO

a.
A CJTF is a multinational (Combined) and multi-service (Joint) task force.  

Components for the CJTF will be provided by a coalition of interested nations. The CJTF may be purely NATO or may contain non-NATO countries.

The primary mission of a CJTF is to conduct Non-Art. 5 (of the NATO Treaty) contingency operations
, including those in accordance with United Nations Security Council Resolutions (UNSCR) or an Organisation for Security and Cooperation in Europe (OSCE) mandate.

However, the possible employment of a CJTF for Alliance Art. 5 missions (collective defence) are not excluded.  Both roles are, therefore, part of the implementation, planning and training processes.

CJTF HQs must have the capability to exercise command and control of Peace Support Operations (PSO), involving up to corps-sized
 land components and/or respective sized air and/or maritime/amphibious components.

b.
A typical CJTF spectrum requirement covers a variety of HF/Short wave communications, using Standard 3 kHz channel with 1 kW ERP.

The use of the HF Spectrum consists of:

· land-based fixed as well as mobile applications using skywave and groundwave propagation;

· maritime applications for ship-ship and ship-shore including amphibious communications;

· aeronautical mobile applications including the Off-Route (OR) channels described in the Radio Regulations, Appendix 26.

Below 12 MHz a typical requirement for Voice and telegraphy applications could be as follows for army, air and navy/marine components:

140 frequencies 
(60 + 40 + 40) for long range distances of 1000 km or beyond in the frequency range 1.5 - 7 MHz

400 frequencies
(300 + 50 + 50) for distances of between 80 and 100 km in the frequency range below 12 MHz.

In total this requirement would comprise 540 HF channels (3 kHz) below 12 MHz.

c.
In accordance with NAC guidance NATO should have the ability to establish at least two CJTF HQs simultaneously in order to provide the Alliance with the organisation and capabilities necessary to implement the full range of CJTF operations while retaining the capacity for collective defence.  In addition CJTF could be made available, following a decision by the Council, for WEU-led operations, and would thus contribute to the development of a European Security and Defence Identity (ESDI) within the Alliance.

The independent operation of 2 Task Forces requires around 1000 HF standard (3 kHz) channels below 12 MHz (planning basis).

d.
For the long distance frequencies international registration and protection would be desirable under the umbrella of national civil administrations/frequency management authorities, in their capacity as ITU members.

e.
Further to this, the availability of pre-coordinated multinational frequency pools contributes to spectrum economy and also supports the readiness of forces.

14. Broadcast Shore-Ship-Shore Networks and Ship-Ship Communications

f. Despite the introduction of military maritime satellite communications in the 1960’s HF naval broadcasts, ship/shore and HF Maritime Rear Links (MRLs) have remained crucial for the provision of dedicated wide area secure links effecting the transfer of operational support information, now at increasingly higher data rates.  A NATO-wide upgrade of this infrastructure and configuration is now well underway.  Ship-to-ship HF voice and data links offer Low Probability of Intercept (LPI), BLOS
 circuits, which can be adapted for PC to PC operation.  Paradoxically, in the civil maritime community, commercial pressures have encouraged the expansion and greater dependence upon satellite communications offering high data rates, whilst the slow (Morse and teletype) manpower intensive, HF systems have become increasingly redundant.  HF, however, remains the key to coverage outside satellite cover above 70 degrees north and below 70 degrees south.  HF remains predominant to Baltic and southern region maritime nations as well as to coverage of vast areas outside Europe and North America where satellite resources are much less concentrated.  HF will continue to feature, not least, as a radio fit in most ships, depending upon area, as part of the Safety of Life at Sea Convention requirements.

b.
Naval Broadcast frequency requirements for Shore-Ship-Shore HF Communication Networks and Ship-Ship HF Communication Links, both in support of Command and Control, will clearly remain unchanged.  In some geographical areas infrastructure and configuration of these networks are being improved or renewed.


c.
The presently existing amount of coordinated frequencies comprises about 150 channels of 3 kHz bandwidth between 1.5 and 12 MHz.

d. Exercises with Partner Nations may require a further coordination effort to obtain an additional set of frequencies.  This could lead to a duplication of the above requirement (i.e. at least 300 channels).

15. Aeronautical Off-Route Applications

g. The use of the Aeronautical Off-Route (OR) channels given in Appendix 26 to the Radio Regulations constitute another essential spectrum resource for strategic and tactical military employment of air forces and maritime air components.

h. In view of an increase of both mobility and tri-service tasking of military forces, any reduction of existing aeronautical HF OR allocations would have detrimental consequences for the execution of military missions.  Therefore, the exemption of Appendix 26 from WRC-03 deliberations is appreciated and supported.

16. National Fixed HF Networks

a.
A number of nations are currently maintaining the operation of military fixed HF networks as a back-up to other military communication networks.


b.
Frequency requirements are to be stipulated by nations in addition to the HF requirements discussed above.

It is to be assumed that there are minimum requirements for up to 500 channels on an average basis.

17. National Mobile HF Networks

i. The great majority of nations will maintain the operation of military mobile HF networks for training and exercises, and for the support of all types of military missions.  

j. Frequency requirements for these national mobile contingencies could be compared to those of a typical CJTF.

Therefore, requirements for a possible “national CJTF” would be again approximately 540 channels (3KHz).

c.
It is to be assumed that these national frequency needs are to be considered as individual, stand-alone requirements, i.e. nation-by-nation.

18. EU/WEU Networks.  The firm decision of the European Union with regard to the planned establishment of a European Force could probably be compared with the CJTF Concept of NATO.  If so, the frequency requirements would have to be expected in a similar order – for the case of HF spectrum needs in the order of another 540 HF channels (3kHz) below 12 MHz.

19. National Networks of Non-NATO Nations.  Military HF requirements exist worldwide. Due to propagation conditions, the use of the HF band and the specific properties of the range below roughly 12 MHz must be seen in a worldwide user context.  It is obvious that the congestion of the HF band and the need for frequency sharing will continue.

Future Utilisation

20. The HF range between 1.5 -12 MHz is of critical importance to several classic radio communication services and their respective users.  Even if in the recent past the military appeared to be shifting away from the HF frequency band as a primary means of communications due to the increasing availability of satellite communications and a demand for larger data transmission rates, the technological improvements in HF transmitters and receivers, especially the use of digital technology and of frequency adaptive systems again have made HF a viable primary means of communications for military purposes.  

21. So, HF continues to be a pillar of tactical communications particularly when working with large coalitions and/or large task forces, where diversity enables better tactical information flow.  Other new technologies, such as software programmable radios, tactical PC to PC data transfer and multi-path communication links incorporating HF provide the military large opportunities to continue to optimise the HF band as a viable resource.  

22. New purchases for the Allied Command Europe (ACE) Communication and Information System (CIS) Contingency Assets and for Maritime CIS Contingency Assets require reliable spectrum access in accordance with the current regulations.

23. There are specific concerns regarding Power Line Technology
 which exploits the availability of power lines within the current national civilian infrastructure to provide high data rate information transfer.  This technology, however, due to the use of unshielded power cables, significantly increases overall background noise, particularly in the HF band.  This is due to the high amount of “unintended radiation.”  The HF band is affected due to the good propagation it provides over long distances.  The impact on this system serves to degrade existing communication capability for HF Air-Ground-Air communications, Naval communications and radio relay.  In areas of high-density applications it appears that PLT could serve to completely disrupt HF communications unless its noise level is reduced to the point of being below the current background noise levels.  Given the current level of technology, military services operating in the HF band can not coexist with PLT while significant degradation to the “disadvantaged user”
  could particularly be actualised due to an overall increase in background noise levels.

24. Therefore, any future regulatory provision for the HF bands below 12 MHz should be made with a wider scope for compensation and should support the main and classic users such as Fixed and Mobile, Broadcasting and Radio Amateur Services.  An alignment of HF allocations particularly throughout ITU Regions would be advantageous.

Position

25. NATO and Partners have a strong interest in the use of the HF band, in particular the range below 12 MHz.  In this range, under review in preparation of WRC-2003 and WRC-2005/6, fixed and mobile applications belong to the main usage, the latter including land mobile, aeronautical mobile and maritime mobile military services.  Of primary importance is the adequate spectrum support required for networks of NATO, NATO Nations and Partner Nations that operate on a continuous 24-hour-a-day basis.  In this respect several essential military functions critically depend on the use of this part of the HF spectrum.

26. Alliance interests include:

· Harmonisation of allocation, in particular between ITU Regions 1 and 2;

· Generic allocations e.g. “MOBILE” instead of (only) LANDMOBILE;

· No change to the Aeronautical OR Bands;

· International protection via ITU;

· Support by civil administrations for international pooling of military frequency resources.  To this end civil administrations are requested to allow military use of ITU protected national HF assets.

27. National administrations are urged to undertake all possible steps to preserve adequate HF resources for national and international combined military purposes in support of NATO and Partners.  Any re-allocation of HF bands below 12 MHz should be made with a wider scope for compensation in the 1.5 – 12 MHz range.  By taking account of the proper requirements of the classic services any such proposal must aim at a harmonised solution of arbitral character.

�. Other than collective defence


�.  60,000 servicemen as typical size.


� BLOS = Beyond Line-of-Sight


� Power Line Technology (PLT or PLC).  For the purposes of this document will be referred to as PLT.


� Disadvantaged Users.  Constraints exist on certain HF users that impinge on their ability to get the maximum from the HF spectrum characteristics in tactical operations.  These users are known as “disadvantaged” users and include some mobile units, aircraft and individuals with manpack radios which all have small and inefficient antennas, low power transmitters and often need to operate from a position which is much less than optimum. 
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